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ACCEPTABLE USAGE POLICY FOR STAFF (2026)
1. Purpose
This policy sets out expectations for all staff when using ICT systems and digital technologies within The Grange Primary School. Staff are responsible for ensuring that ICT is used safely, professionally and in accordance with safeguarding, data protection and cyber security requirements.

This policy applies to school-owned devices, cloud-based platforms, remote access to school systems, and any personal device used to access school systems.
2. Care and Use of Equipment
Use computers and equipment with care and ensure children do the same.
Ensure all IT equipment provided by the school is password protected.
Use different passwords across systems and never share passwords with pupils or unauthorised individuals.
Log off when finished and use the lock screen when leaving a device unattended.
Ensure IT equipment is returned safely with cables secured.
Return all hardware and equipment if no longer employed by the school.
3. Use of Cameras and Personal Devices
Use only school devices to photograph or record pupils.
Never use personal devices (including phones or smart watches) to photograph, record or store images of pupils.
Do not store pupil data on personal devices.
Do not use personal messaging apps or social media to communicate with pupils.
Do not use personal cloud storage (e.g. personal Google Drive, Dropbox, iCloud) or personal email accounts to store or transfer school information.
4. Professional Conduct Online
Ensure all online communication remains professional at all times.
Keep personal and professional social media accounts separate.
Do not use personal social media accounts to communicate with pupils or parents about school matters.
Ensure privacy settings on personal accounts are secure.
Do not post content that could bring the school into disrepute.
Do not discuss confidential, sensitive or internal school matters in public or online forums.
Raise concerns through appropriate internal procedures rather than public platforms.
Do not befriend or contact pupils, including ex-pupils under 18, on social networking sites.
5. Data Protection and Confidentiality
Comply with UK GDPR and the Data Protection Act 2018.
Only access personal data necessary for your role.
Keep personal data secure at all times.
Do not transfer school data to personal computers or systems.
Remove personal data from portable devices as soon as practical.
Report any data breach or suspected breach immediately.
6. Cyber Security
Remain vigilant to phishing emails and suspicious links.
Report suspected cyber incidents immediately.
Ensure devices are updated when prompted.
Do not install software or hardware without prior consent.
Use multi-factor authentication where required.
7. Filtering and Monitoring
The school operates filtering and monitoring systems in line with DfE guidance. Internet use, email activity and system access may be monitored and logged to safeguard pupils and ensure compliance with safeguarding and data protection requirements.
8. Artificial Intelligence and Emerging Technology
Do not input personal or sensitive pupil data into public AI platforms.
Verify the accuracy of AI-generated content before use.
Seek guidance before adopting new digital tools.
9. Loss or Theft of Equipment
Any loss or theft of school IT equipment must be reported immediately to the Leadership Team including outside normal school hours.
10. Declaration
I confirm that I have read, understood and agree to comply with this Acceptable Usage Policy.

Signed: _______________________________
Print Name: ____________________________
Date: _________________________________
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